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Abstract 

Developers use cryptographic primitives 

like block ciphers and message 

authenticate codes (MACs) to secure data 

and communications. Cryptographers 

know there is a right way and a wrong way 

to use these primitives, where the right 

way provides strong security guarantees 

and the wrong way invariably leads to 

trouble. This work analyzes cryptography 

misuse by software developers, from their 

contributions to online forums on 

cryptography-based security and 

cryptographic programming. Over the last 

few years, researchers proposed a 

multitude of automated bug-detection 

approaches that mine a class of bugs that 

we call API misuses. We also found that 

cryptographic bad practices frequently 

occur in pairs or triples. We related triple 

associations to use cases and tasks, 

characterizing worst case scenarios of 

cryptography misuse. In this paper, we 

proposed to design a modernized misuse 

detection System which consist method to 

find misuse detection. Our system 

proposed to find pattern of cryptography 

strength , which is profiled using an 

algorithm called Enhanced  Apriori 

Algorithm. 

Keywords— MACs; Cryptography; 

Apriori Algorithm; Bug-Detection; API 

Misuses; 

Introduction 

Intrusion detection is a device that 

monitors activity to identify malicious or 

suspicious events and also produce reports 

to a management station. Many new 

intrusions or attackers are coming out 

every day to abusing the computing 

system privileges. An intrusion detection 

system is a sensor, like smoke detector, 
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that raises an alarm if any specific things 

occur. According to the alarms, the 

security analyst will be detected as 

positive and negative ones separately. If it 

is a smaller network, the intrusion 

detection systems perform simple pattern 

matching and report situations that match a 

pattern corresponding to a known attack 

type. But the detection of new attacks is 

not possible in a complex network. The 

quantity of traffic makes it obligatory for 

network administrators and network 

security experts to use specific tools, 

called intrusion detection systems (IDS), 

to prune down the monitoring activity they 

require to do. The IDS are evaluated on the 

basis of its accuracy, efficiency and 

usability. The characteristics used to 

evaluate the accuracy of the IDS are as 

follows. 1. Detection Rate: The number of 

attacks to be detected by the system. 2. 

False Positive Rate: It is the percentage of 

normal data that the system in-correctly 

determines to be intrusive. The accuracy of 

the different IDS can be compared with the 

detection rate against false positive rate. 

The comparison should be represented a 

plot named as Receiver Operating 

Characteristic (ROC) curve. The accuracy 

gives a measure of the ability of the IDS to 

handle noisy, discrete data and to adapt. In 

general, detection mechanism used by IDS 

can be classified into two major categories. 

1)Signature based detection: Models built 

from well known attack types, that is 

already known attack patterns. 2)Anomaly 

based detection: Modeled using normal 

traffic and deviation from this profile is 

considered anomalous. 3) Hybrid of both 

anomaly and misuse detection: Many 

systems are used anomaly detection and 

misuse detection to detect various types of 

intrusions effectively. To build powerful 

IDS, it is necessary to enumerate the 

desirable characteristics such as fault 

tolerance, imperviousness to subversion, 

scalability, adaptability, minimal 

overhead, configurability, graceful 

degradation of service.. 

Related Work 

There are plenty of mistakes that 

developers could accidentally make when 

using cryptography in their mobile apps 

and such mistakes can lead to a false sense 

of security. Recent research efforts indeed 

show that a significant portion of mobile 

apps in both Android and iOS platforms 

misused cryptographic APIs. CDRep 

consists of two phases, a detection phase 

which identifies defect locations in a 

mobile app and a repair phase which 

repairs the vulnerable app automatically. 

CDRep follows the detection steps of 

CRYPTOLINT ,which include de-

compilation and fault identification. After 

decompiling an Android app, in the fault 

identification phase, CDRep checks if 

vulnerabilities exist in the app; if they 
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exist, CDRep identifies vulnerable Java 

classes as well as their vulnerability types. 

Vulnerabilities are found by first locating 

indicator instructions (see Section 2) in the 

decompiled code. Next, for each indicator 

instruction, CDRep identifies other 

instructions that the indicator instruction is 

data dependent on. CDRep then checks all 

such instructions to identify root causes 

that correspond to cryptographic misuses. 

For each misuse, CDRep records its type 

and the Java class that contains it. Since 

this step closely follows CRYPTOLINT, 

we only briefly describe its intuition. 

Details are available in the original 

CRYPTOLINT paper. CRYPTOLINT 

detects six kinds of vulnerabilities 

(misuses 1-6); in this work, we add one 

more vulnerability (misuse 7). The 

procedure to identify the seventh 

vulnerability is the same as the one used to 

identify the other six. 

In the Apriori algorithm, the support of an 

item (misuse) was computed as the 

percentage of the data set (posts) that 

contain that bad practice or issue. The 

support of an item set (set of more than 

one misuse) was calculated as the 

percentage of posts that contain this set. 

For instance, weak cryptography (WC) 

appeared in 26% of OJC posts, so this is 

WC‟s support. Also, weak cryptography 

appeared together with coding bugs (CIB) 

in 10% of OJC posts, so 10% is the 

support for this two misuse set 

(WC&CIB), representing an interesting 

association rule between these two bad 

practices. This study adopted a minimum 

support of 2% to select useful association 

rules. 

Proposed System 

Data Mining is knowledge discovery in 

databases. Data Mining is knowledge 

discovery in databases. Data mining 

techniques are used to find out the hidden 

patterns automatically in an entire 

database. Data warehouse is an integration 

of multiple databases, data cubes and files. 

We have mined all the data, to predict it 

according to their relationship. Data 

mining is the search for the relationships 

and global patterns that exist in large 

databases but are hidden among vast 

amounts of data. It is also denoted as 

automated statistical analysis. The most 

commonly used techniques in data mining 

are: Neural networks, Genetic algorithms, 

Association rule mining, Clustering and 

Classification. The association rule mining 

technique is applied for our proposed 

work. 

It is necessary to detect the potential 

attacks for anomalous behavior from the 

existing patterns because we predict the 

future actions of the attacker‟s. Sequential 

pattern mining techniques are used to 

analyze various MDS alerts. In this paper, 

we propose a model modernized intrusion 



Emperor International Journal of Finance And Management Research [EIJFMR]  ISSN: 2395-592 
 

@Mayas Publication Page 80 
 

detection system consist of misuse 

detection to detect intrusions. We have 

misuse detection due to its ability to detect 

novel attacks. Our system is used to find 

out the behaviors of various attacks using 

EAA. In this paper we proposed to design 

and develop an intelligent data mining 

intrusion detection system and its core part 

a composite detection engine with 

anomaly detection and misuse detection 

features and the two detection engines 

work serially to detect the user's activity in 

turn. The real time data‟s are collected 

from the database audit system. We have 

analyze the audit data and to find out its 

normal and abnormal behaviors. As a 

result, identify the abnormal activity 

through statistical analysis. 

Proposed System Architecture 

 

Fig.1 Architecture 

Modules 

Selection of Dataset 

The input dataset is selected and the form 

is designed to read the input dataset the 

dataset contains about 1000s of input data 

which has the attributes of plain text, key, 

whether the key is certified or not etc. 

Data Preprocessing 

The input data set is raw data set it has to 

be processed so that it can be used in the 

project. It has to turned to the table that it 

could be used in the project. 

Data Mining 

Data Mining is knowledge discovery in 

databases. Data Mining is knowledge 

discovery in databases. Data mining 

techniques are used to find out the hidden 

patterns automatically in an entire 

database. Data warehouse is an integration 

of multiple databases, data cubes and files. 

We have mined all the data, to predict it 

according to their relationship. 

Applying Enhanced Apriori Algorithm 

There are several mining algorithms of 

association rules. One of the most popular 

algorithms is Apriori that is used to extract 

frequent item sets from large database and 

getting the association rule for discovering 

the knowledge. In this paper we used 

enhanced apriori algorithm to find the 

misuse of cryptography mining. Here we 

design misuse rules to find the fraudulent 

details. In this module find the number of 

attributes that are going to be used in the 

system and number of records present and 

apply the algorithm structure. 

Applying Misuse Rule 

First we have to design misuse data so that 

the input dataset must satisfy. For example 
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if the key size is less than 8 then the key is 

said to be week key. similarly we have to 

design certain misuse rules. 

Misuse Detection 

In this step we have to find out whether the 

input dataset has any misuse data. 

Matching Phase 

If the condition failed in the misuse then 

check whether it is anomaly data. 

Anomaly data is also the misuse data. The 

process of finding misuse data and 

anomaly data is like double filtering to 

find misused data in the dataset. 

Statistical Analysis 

In this module we find how much 

percentage of mis use data present in the 

input dataset. 

Results 

It is graphical representation about the 

efficiency of the system. 

Conclusion & Future Work 

Using advantages of characteristic 

extraction of data mining theory in dealing 

with large amounts of data, the new model 

MIDS which combines both misuse 

detecting and anomaly detection is 

proposed in this paper. In this model we 

applying Enhanced Apriori (EAA) 

algorithm to the training data set that 

containing a large number of intrusions to 

establish and update the „normal‟ and 

„abnormal‟ behavior rules. It is, therefore, 

concluded that the given methods can be 

easily adapted to the configuration of 

MIDS to reduce the manual efforts used to 

configure them, reduce alert generation 

and hence improve their effectiveness. 

And the results of simulation manifested 

that the new model has a trait of high 

detection rate and low false positive rate. 

Besides, unknown intrusion can be 

detected at the same time effectively. In 

Future Enhancement, we investigate the 

methods and benefits of combining 

multiple simple detection models. In 

Future Enhancement, we investigate the 

methods and benefits of combining 

multiple simple detection models. We 

enhance this model by using multiple audit 

data sets from multiple data streams to 

improve the accuracy and efficiency. 
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