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Abstract 

In the recent years, people need to use Internet at 

anytime and anywhere. Internet of Things (IOT) allows 

people and things to be associated anytime, anyplace, with 

anything and anyone, ideally using Any path/network and 

Any service. IOT can be distinguished by various 

technologies, where   traditional security services are not 

directly applied on IOT due to different communiqué stack 

and various principles. So stretchy safety measures 

mechanisms are need to be invented, which deal with the 

security threats in   such dynamic environment of IOT. In 

this survey we present the various research challenges with 

their respective solutions. Also, some open issues are 

revealed and some hints for further research direction are 

advocated. 

Keywords— Internet-of-Things; Sensor Networks; 

Smart objects; Sensors; Actuators; ubiquitous; Security. 

I. INTRODUCTION 

In the recent years, Internet has become the most 

significant thing in people‟s life. Around two billions 

people in the order of the world use Internet for 

sending and receiving emails, using social 

networking applications, sharing large amount of 

data, singing games and many other things. As the 

use of Internet is mounting day-by-day, a different 

big area is rising to use Internet as a global display 

place for allowing the machines and smart objects to 

communicate, figure and coordinate, called Internet 

of things (IoT). IoT is a technology where objects 

around us will be able to connect to each other (e.g. 

machine to mechanism) and communicate via the 

Internet. With the growth of this area, it is not 

required to sit at a place and access the Internet. 

Instead, Internet will be accessed from anywhere and 

from any device. Of course, Internet will remain as a 

backbone of this new area. IoT will create a world 

where all the objects, also called smart objects, 

around us are connected to the Internet and 

communicate with each other with minimum human 

intervention  

The motivation behind IoT is to create, Smart 

city , to optimize use of public resources, increase the 

quality of services offered to people and decrease the 

operational costs of the services. The ultimate goal is 

to create „a better world for human beings‟, where 

objects around us know what we like, what we want 

and what we need and act accordingly without 

explicit instructions . 

The term IoT is used to refer  

(i) The global network which bury connects 

smart objects by using Internet technologies  

(ii) Set of supporting technologies such as Radio 

Frequency Identifications (RFIDs), sensor / 

actuators, machine – to – machine 

communicating devices etc.  

(iii) Combination of application and services 

using such technologies for business 

purposes . 

The IoT depends upon three building blocks, 

based on the knack of elegant objects to:  

(i) To be Identifiable,  

(ii) To be Communicatable 

(iii)  To be Interactable .  

The focus of IoT is on the data and information, 

rather than point-to-point communication. 

The major challenges while building IoT 

involve: 
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(i) Devices heterogeneity: As IoT is about 

connecting several smart devices, connecting 

heterogeneous devices is major challenge while 

building IoT. Such devices run on different platforms, 

they uses different protocols to communicate. So it is 

necessary to do unification of such devices.  

(ii) Scalability: Another major challenge is the 

scalability of the IoT, as everyday new 

devices/objects are getting connected with the 

network. It involves issues like addressing/naming 

conventions, information management, service 

management etc.  

(iii) Ubiquitous data exchange through wireless 

technologies: In IoT, wireless technologies are used 

to connect smart devices. It involves issues like 

availability, network delays, congestion etc.  

(iv) Energy-optimized solutions: This is major 

constraint of IoT. As many devices are connected via 

networks, energy spent for data communication will 

be high. The challenge is to optimize the use of 

energy required for communication between different 

devices.  

(v) Localization and tracking capabilities: The 

smart objects must be identified and tracking of them 

is necessary.  

(vi) Self-organization capabilities: In IoT, it is 

required that the smart objects should sense the 

environment and autonomously react to real world 

situations, without much human intervention.  

(vii) Semantic interoperability and data 

management: IoT exchange data among different 

smart objects, it is required that there should be a 

standardized format for data exchange in order to 

ensure the interoperability among applications.  

(viii) Embedded Security and privacy-preserving 

mechanisms: In Iot, security and privacy are the 

major issues in order to get acceptance from users. 

IoT technology should be secure and privacy-

preserving by design. 

Main aim of this paper is to present detailed 

information about the security issues in IoT. The rest 

of the paper is organized as follows: section II 

describes literature review in the area IoT. Section III 

describes Definitions and elements of IOT. Section 

IV gives security issues related to IOT. Section V 

presents conclusions and future research directions. 

Terminology  

Definitions 

Many definitions of IoT are presented by 

different researchers. Some of the definitions are 

presented below: 

• Definition by RFID group - The worldwide 

network of interconnected objects uniquely 

addressable based on standard communication 

protocols  

• Interconnection of sensing and actuating 

devices providing the ability to share information 

across platforms through an unified framework. 

Developing a common operating picture for enabling 

innovative applications.  

• The semantic origin of the expression, 

Internet of Things, is composed by two words and 

concepts: Internet and Thing, Where Internet can be 

defined as the world-wide network of interconnected 

computer networks, based on a standard 

communication protocol, the Internet suite (TCP/IP), 

while Thing is an object not precisely identifiable. 

Therefore, semantically, Internet of Things means a 

world-wide network of interconnected objects 

uniquely addressable, based on standard 

communication protocols.  

• The Internet of Things allows people and 

things to be connected Anytime, Anyplace, with 

Anything and Anyone, ideally using Any 

path/network and Any service 

B. IoT Elements:  

• Radio Frequency Identification (RFID): This 

technology is used in embedded communication, for 
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designing of microchips for wireless data 

communication.  

• Wireless Sensor Networks (WSN): These 

are efficient, low cost, low power devices useful in 

remote sensing applications.  

• Addressing Schemes: Addressing schemes 

are useful to uniquely identify the „Things‟ i.e. smart 

objects 

• Data Storage and analytics: IoT deals with 

sharing and storing of large amount of data. The data 

have to be stored and used intelligently for smart 

monitoring and actuation.  

• Visualization: This allows interaction of the 

user with the environment. Extraction of meaningful 

information from raw data is non-trivial.  

Security Issues in IOT 

 

As mentioned in section 1 of this paper, there are 

many challenges involved while building IoT. In this 

section, major security related challenges while 

building IoT are described in brief. 

A. Access Control  

Access control deals with access rights given to 

the things/devices in IoT environment.  In traditional 

database systems, processing of discrete data is done, 

however in IoT, processing of flowing data is done. 

Two terminologies are described for Access Control 

data holders (Users), who send/receive data to things. 

They must send data to authenticated things and Data 

collectors (things), which must authenticate users. 

presents an identity based system for personal 

location in emergency situation. Authentication 

problem for outsourced data stream is found . Access 

control of streaming data is specified in . Some of the 

challenges related to Access Control in IoT context 

involve: How to handle the huge amount of 

transmitted data (i.e., in the form of stream data) in a 

common recognized representation? How to support 

the identification of entities? 

B.  Privacy 

A data tagging for managing privacy in IoT is 

proposed in A user-controlled privacy-preserved 

access control protocol, based on k-anonymity 

privacy model is proposed in defines k-anonymity 

model by changing quasi-identifiers to preserve 

sensitive data. The privacy risk that occurs when 

astatic domain name is assigned to a specified IoT 

node is analysed. Only some of the privacy issues 

related to IoT are covered in recent work, there is still 

a large scope to create privacy preserving 

mechanisms in IoT context. 

C.  Policy Enforcement 

Policy enforcement implies to the approaches 

used to cause the application of a set of defined 

efforts in a system. Policies are performing rules 

which desire to be acted for the purpose of 

acknowledging order, security, and consistency on 

data. Only few works from literature describe how to 

control policies enforcement.  There are no definite 

solutions for  IoT capable to assurance the 

enforcement of security also privacy policies, 

although they are essential to assure a safe 

contribution of  IoT prototype. Note that it is 

important to detect the enforcement mechanisms 

admissible for the definite  IoT context, locating an  

equilibrium between the assurance of security and 

privacy issues and the computing efforts demanded 

by the committed mechanisms themselves. several 

efforts have already been accomplished to define the 

conventional languages for the specification of 

privacy policies, although an approved version of the 
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language which can be applied to  IoT paradigm is 

still insufficient. 

D. Trust 

The trust idea is used in different contexts and 

with different explanations. Trust is a complicated 

concept about which no explanatory acquiescence 

endures in the scientific literature, furthermore its 

importance is dimensionally identified. A core 

problem with many applications towards trust 

description is that they do not contribute themselves 

to the demonstration of metrics and computation 

methodologies. The gratification of trust constraints 

are exactly related to the identity negotiation and 

access control effects. 

The following issues are still open in IoT-Trust 

environment: 

The  introduction of well-defined trust 

negotiation language, trust negotiation mechanism for 

data stream access control. 

E.Mobile Security 

Mobile Mobile nodes in  IoT frequently move 

from one cluster to another, in which cryptography 

based protocols are used to allow expeditious 

identification, authentication, and privacy protection. 

An ad hoc protocol is demonstrated in   which is 

useful when a mobile node joins a new cluster. This 

protocol also accommodates a valid demand message 

and an answer authentication message, which 

speedily implements identification, authentication, 

and privacy protection. It will be useful to safeguard 

against replay attack, eavesdropping, and tracking or 

location privacy attacks. In contrast with other similar 

protocols such as basic hash protocol, it has less 

communication overhead, more secure and provides 

more privacy protection. 

Summarizing, also if the security issues of 

mobile devices (i.e., devices identification and 

authentication, key and credential storage and 

exchange) are under investigation by the scientific 

community, the available solutions partially address 

these needs, thus requiring further efforts in order to 

allow the integration with the other  IoT technologies. 

F. Authentication & Confidentiality 

Different works, describe different protocols and 

mechanisms to deal with authentication of a user and 

confidentiality of data in the context of IoT. Some of 

the major works related to authentication and 

confidentiality in IoT are as follows a  presents smart 

business security IoT application Protocol, which 

combines cross-platform communications with 

encryption, signature, and authentication, in order to 

improve IoT applications development capabilities 

specifies the implementation of two-way 

authentication security scheme for IoT. As far as 

confidentiality and integrity is concerned, it is studied 

that how the existing key management systems can be 

applied in the context of IoT. In Public Key 

Infrastructure (PKI) framework is built for IoT. All 

these current works are based on solving the problem 

of lightweight cyphering in pervasive environments. 

More    work needs to be done to create standardized 

protocols for authentication and Confidentiality in 

IoT. 

II. CONCLUSION  

IoT is the next step towards using Internet 

anywhere and Anytime. IoT allows to connect people 

and devices (things) Anytime, Anyplace, with 

Anything and Anyone. This paper presents a brief 

idea about IoT and need of security in IoT. The main 

security issues related to IoT are explained in brief. 

By observation, it is easy to understand that there is 

no project still in work which satisfies all security 

issues in IOT. Also there is no single project which 

provides policy enforcement in the IOT. In summary, 

an accomplished vision admiring the assurance of 

security and privacy constraints in a dissimilar   

environment, which implies that current security 

services are insufficient for  such contradictory 

technologies and communication standard. As IoT 

deals with interconnecting various heterogeneous 
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things, currently there are many challenges occurring 

while building it. So this area has many open research 

issues. The future research directions   mainly 

consists of how to deal with the challenges, may be 

related to security issues, faced by IoT. We hope this 

paper will be helpful in order to allow a valuable 

deployment of IoT systems and in suggesting the 

future research direction. 
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